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My organization wants to use Microsoft 365 Copilot but where do I start to secure my M365 tenant?



Microsoft 365 our Airbnb 



Some preparations are best made 
before using Microsoft 365 
Copilot….But why?

Airbnb: “Some trips are just better in an 
Airbnb”



Relevance: 
Not all information presented 
may be suitable.

Level: 
Level 300

Solutions: 
There is no "One-Size-Fits-All”, 
and NEVER forget adoption

Q&A Limitations: 
Consider waiting until the end
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Difference in base E3 and base E5 licensing

Feature E3 E5 

Manual sensitivity labeling ✅ ✅

Auto-labeling and default labels ❌ ✅

DLP for email, SharePoint, OneDrive ✅ ✅

DLP for Teams chats and endpoints ❌ ✅

Advanced audit, premium eDiscovery ❌ ✅

Adaptive Protection & Insider Risk ❌ ✅





















Data Governance Tools SAM features include

DATA ACCESS 
GOVERNANCE INSIGHTS

SITE LIFECYCLE POLICY SITE OWNERSHIP POLICY 
(SOON RE-ENABLED)

At least one Copilot license is required in your tenant.















Copilot restrictions based on SAM include

RESTRICTED ACCESS 
CONTROL (RAC)

RESTRICTED CONTENT 
DISCOVERY (RCD)

RESTRICTED SHAREPOINT 
SEARCH (RSS)

At least one Copilot license is required in your tenant.



SharePoint Restricted Access Control

Site members by group 
ex. Finance

Only accessible to a different group 
(max 10), ex. Finance admins 



SharePoint Restricted Access Control
Enable: Set-SPOTenant -EnableRestrictedAccessControl $true





SharePoint Restricted Content 
Discovery 
Enable with PS: Set-SPOSite –identity <site-url> -
RestrictContentOrgWideSearch $true





• Copilot license enabled within the tenant

Restricted SharePoint Search



• Copilot license enabled within the tenant

Restricted SharePoint Search











Retention rules







Public - Public data is 
unrestricted data meant for 

public consumption, like 
publicly released source code 

and announced financials. 
Share it freely.

General - Business data that 
isn't meant for public 

consumption, such as daily 
work product. Data that can 
be shared internally and with 

trusted partners.

Confidential - Sensitive 
business data crucial to 

achieving your organizational 
goals. Limited distribution.

Highly confidential - Your 
most critical data. Share it only 

with named recipients.

Basic label Taxonomy



Sublabels 

\Specific People - Data can only be accessed by the specified 
people.

\All Employees - Data can be accessed by anyone within your 
organization.

\Internal exception - Data can be accessed by anyone internally 
but prevented from being shared externally. Use this label in 
situations where encryption is impacting daily operations.



















DSPM for AI



DSPM for AI – Activity explorer



DLP – Activity Explorer 



Visibility into what Microsoft 365 Copilot is 
doing.







Prepare your organization, now.

ai365ready.com



THANK YOU
Are there any questions?

Please evaluate this session in the App. 


